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Working from Home Tips and Tricks:
Securing Zoom

Ever heard of Zoom-bombing? Are you using Zoom? Should you be worried about the security of your
online Zoom meetings?

If you use Zoom for online meetings, you NEED to read on to find out how to use Zoom while making it
secure. These simple steps can save you from embarrassment, and even worse, releasing confidential
information to hackers.

On March 30, 2020, the FBI released the following letter (https://bit.ly/2Xosglr) about Zoom:
FBI Warns of Teleconferencing and Online Classroom Hijacking During COVID-19 Pandemic

As large numbers of people turn to video-teleconferencing (VTC) platforms to stay connected in
the wake of the COVID-19 crisis, reports of VTC hijacking (also called “Zoom-bombing”) are
emerging nationwide. The FBI has received multiple reports of conferences being disrupted by
pornographic and/or hate images and threatening language.

Within the FBI Boston Division’s area of responsibility (AOR), which includes Maine,
Massachusetts, New Hampshire, and Rhode Island, two schools in Massachusetts reported the
following incidents:

e |nlate March 2020, a Massachusetts-based high school reported that while a teacher
was conducting an online class using the teleconferencing software Zoom, an
unidentified individual(s) dialed into the classroom. This individual yelled a profanity and
then shouted the teacher’s home address in the middle of instruction.

e Asecond Massachusetts-based school reported a Zoom meeting being accessed by an
unidentified individual. In this incident, the individual was visible on the video camera
and displayed swastika tattoos.

The media started reporting on the incidents of “Zoom-bombing” and many organizations stopped using
Zoom immediately. We can still recommend using Zoom for meetings, so long as you take some
important precautions. Follow these steps to safely “Zoom” your meetings.
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Step 1 — Set 2 Factor Authentication
1. Login to your Zoom account and select Advanced -> Security under zoom
the Admin section on the left side

2. Enable Sign in with Two-Factor Authentication for All Users in your
Sign in with Two-Factor Authentication @

rs need to sign in again to start using two > Room Management

SOLUTIONS ~ PLA

ADMIN

> User Management

i Account Management
© All users in your account

Users with specific roles v Advanced

Users belonging to specific groups
App Marketplace

H.323/SIP Room Connector

Account.
3. Logout of Zoom. Mezting Connectog
4. Onyour phone (iPhone or Android) download the Google R
Authenticator App.
5. Log back into Zoom and you will see the following screen. Single Sign-On

Start to Use Two-Factor Authentication

i Integration
Please follow the following steps - this is a one time process ntegratio

Stepl. Open the Google Authenticator app on your mobile device.

ie-based One-Time Password (TOTP) protocol

Step2:

T .
can't scan this QR code

Step3 Enter the verification code

Verification code

6. On the Authenticator App on your phone, click the plus sign in the top LR

right-hand corner. Then select “Scan Barcode” on the bottom of the = Authenticator
screen.
7. Once it is added to Authenticator, you will receive a random number 571 374

My account ]

every minute or so. Put the number displayed in the “Enter the
verification code” in the box on the Zoom login screen.

8. Each time you login to Zoom, it will ask you to enter the code on your phone. Just open the
Authenticator app and enter the new code displayed.
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Step 2 — Use a different Meeting ID for each meeting
It was common practice to use the personal meeting room for all your meetings. It is much
better to setup a different meeting for each time you meet. There are several ways to setup a
meeting.
1. Inside Zoom:
a. Select Meetings on the left-hand menu and then select “Upcoming Meetings” on the
top menu.
b. Select “Schedule a New Meeting”
Create a Topic, date, and time for your meeting
d. Under “Meeting ID” select “Generate Automatically”

Meeting ID ® Generate Automatically Personal Meeting ID

e. Under “Meeting Password” select Require meeting password and enter a password (See
Step 3 for additional information)

Meeting Password « Require meeting password ssccece ®

f. Under “Meeting Options” select “Enable waiting room” (See Step 4 for additional
information)

Meeting Options Enable join before host
Mute participants upon entry
¢ Enable waiting room

Only authenticated users can join
Record the meeting automatically

2. Use the Outlook or Chrome Plugins
a. Download the Plugin. Click on “Meetings” on the left-hand menu and select either the
Outlook or Chrome Plugin.
Save time by scheduling your meetings directly from your calendar.
», Microsoft Outlook Plugin ? Chrome Extension
‘ Download Download
b. Follow the steps to install the Plugin
Restart Outlook or Chrome (whichever plugin you installed)
d. In Outlook, select “Schedule a Meeting” or “Start Instant Meeting” from the top menu.
BlOo|:
Start Instant | New
Meeting ¥ Me

Schedule a Meeting 5.

e. Signinto Zoom when it asks you to sign in.
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f. Set your meeting options when the box pops up. Make sure the options for Meeting ID:
Generate Automatically and Require meeting password are selected.

) Zoom - Schedule Meeting X

Meeting ID

® Generate Automatically Personal Meeting ID

Password

| Require meeting password | 832227

Video
Host Cn * Off Participants On e Off
Audio

Telephone Computer Audio ® Telephone and Computer Audio

Dial in from United States Edit

Advanced Options ~

Do not show me again Cancel

g. In Outlook, finish the appointment scheduling as usual. The meeting password is
included in the meeting invite. The person receiving the invitation (from the “Required”
or “Optional” list of attendees will just need to click on the link. They won’t need to
enter the password.

Nathan Whittacre's Zoom Meting - Meeting

Insert  FormatText  Review Help  Q Tell me what you wantto do.

File Meeting Scheduling Assistant

Te OO ® | [] 2= B O8]
Delete _ . | Concel Change | Teams | Mesting | Cancel EoChe ki noﬁ“"““‘ Categorize © | Dictate | Insights
Settings | Meeting | Notes | Invitation ] Response Options = S ~

Actions Zaom Teams Mee... | Meeting N... Attendees Options. Tags Voice ~

You haver't sent this meeting invitation yet.

.
Send Title Nathan Whittacre's Zoom Meeting

Good [ Fair M Poor
Start ime Tue 4/21/2020 1:00 PM ~| Pacific Time (US & Can: B All day = Time

Choose an avalable room:

End time Tue 4/21/2020 1] 130em ~| Pacific Time (US & Can: O Make Recurring

hittps:/fzoom.us/j/4114760847 pwd=RTdSaW52ZmIEVENmVUdhK3N2U2xDUTOY I Room Finder

Nathan Whittacre is inviting you to a scheduled Zoom meeting.

JoinZoom Meeting
hitps://zoom.us/j/411476084?pwd =RTdSaWs2ZmIEVFNmVUdhK3N2U2xDUT03
Suggested times:
Meeting D: 411 476 084 900 AM - 9:30 AM
Password: 832227 he;sacHias
930 AM - 10:00 AM
One tap mobile pie-autlics
+16639006833,,411476084# US (San Jose)
+13462487799,,411476084# US (Houston)

10:00 AM - 10:30 AM
Mo conflicts

10:30 AM - 11:00 AM
Dial by your location e canticts
+1 669 900 6823 US (San Jose)
+1 346 248 7799 US (Houston)
+12532158782 US
+1 301 715 8592 US
+1312 626 6799 Us (Chicago)
+1929 205 6099 US (New York)
Meeting ID: 411 476 084
Find your local number: https://zoom.us/u/adyLSLZ7x) =

11:00 AM - 11:30 AM.
Mo conflicts

11:30 AM - 12:00 PM
N conflicte

12:00 PM - 12:30 PM
No conflicts

12:30 PM - 1:00 PM.
Mo conflicts v

in Shared Folder .". Calendar - Nathan@stimulustech.com

Step 3 — Require a meeting password for all your meetings.
As noted above, one of the most important things you can do is require a meeting password.
The Zoom Meeting IDs can be guessed by hackers, but adding a meeting password requires an
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additional level of complexity to enter into the meeting room. It would be difficult for a hacker
to brute-force (guess) the Meeting ID and the Meeting Password. The way to set a Meeting
Password was noted above.

Step 4 — Start the meetings with a waiting room
The waiting room requires the meeting host to authorize people into the meeting. Hackers
can’t enter a room immediately with this feature enabled, which has been the security issue. As
the meeting host, you can admit attendees one by one or hold all attendees in the waiting room
and admit them all at once. You can send all participants to the waiting room when joining your
meeting or only guests, participants who are not on your Zoom account or are not signed in.

Participants will see the following screen when joining a meeting with Waiting Room enabled:

Please wait, the meeting host will let you in soon.

Molly Parker's Personal Meeting Room

1. Admitting participants during a meeting
a. Asthe meeting host, click Manage Participants.
2 : a ~ ® e -

() Manage Participants  Share Screen Chat Reocord Cosed Caption  Broakout Rooms

b. Click Admit to have the participant join the meeting.

v Participants (3)

1 person is waiting

2. Admit all participants from the Waiting Room
a. Asthe meeting host, click Manage Participants.
P . m . 2o 2 a ~ ® @®. 23

Mo S0 Video vt Manage Participants  Share Scroen Chat Record Closed Caption  Broakout Rooms
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b. Click Admit all.

v Participants (4)

2 people are waiting

1 participant in the meeting

@ Molly Parker (Co-host, me) 0

0 Molly Parker (Host) %%

Step 5 — During a meeting, make Screen Share Host Only
1. Screen Share controls (click » next to Share Screen): Select who can share in your meeting and if
you want only the host or any participant to be able to start a new share when someone is

sharing.

2o ) 8 Iﬂ ~ ° @. jcc) g3

Invite Manage Participants Share Screen Ohat Recoed Cosed Qaption  Becakout Rooms

How many participants can share at the same time?
° One participant can share at a time

Multiple participants can share simultaneously (dual monitors recommended)

Who can share?

Only Host o All Participants

Who can start sharing when someone else is sharing?

© only Host All Participants

Step 6 — Ensure that Zoom is up to date
Each time you use Zoom, it checks to make sure it is the latest version of the software. Make

sure that you update it every time you use the software. You can always download the latest
version of Zoom here: https://zoom.us/support/download



